Submissions under Rule 9(2) of the Committee of Ministers’ rules for the
supervision of the execution of judgments and of the terms of friendly
settlements
Judgment in Roman Zakharov v. Russia (App. No. 47143/06, 4 December 2015)
1. These submissions have been lodged by the European Human Rights Advocacy Centre
(EHRAC), Memorial and Citizens' Watch (St Petersburg) to provide information on legislative
developments relevant to the implementation of the Grand Chamber judgment of the European
Court of Human Rights in Roman Zakharov v. Russia, 1 in preparation for the meeting of the
Committee of Ministers on 18-20 September 2018, when this case is listed to be examined.
2. The case involved a claim by Mr Zakharov, an editor and chairman of the St Petersburg branch
of the Glasnost Defence Foundation, a media freedom NGO, against the blanket interception
of telephone communications by law enforcement agencies, under the System of Operative
Investigative Measures (SORM). On 4 December 2015, the Grand Chamber of the ECtHR
unanimously found Russia in violation of Article 8 of the Convention. It found that Russian
legislation did not ‘provide for adequate and effective guarantees against arbitrariness and the
risk of abuse which is inherent in any system of secret surveillance, and which is particularly
high in a system where the secret services and the police have direct access, by technical
means, to all mobile telephone communications’. 2

The Russian Government’s Action Plan of 3 August 2018
3. The latest Russian action plan (3 August 2018) fails to mention the enactment of the Yarovaya
laws (which are discussed below), and does not refer to any legislative or judicial developments
which address the specific weaknesses and failures in the legal framework which were
identified by the European Court (in paras. 243-305 of the judgment). The action plan also
appears to seek to argue that legislative instruments and judicial decisions dating from before
the Court's judgment in some way remedy the problems identified in the Court's judgment.
Some statistics are provided as regards the prosecutor’s oversight, but no references are cited.
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Relevant legislative developments
4. Despite the Court’s findings, Russia has not taken any steps to amend SORM regulations. 3
Three SORM systems exist requiring service providers to collect, analyse and store transmitted
data. SORM-1 relates to telephone data and SORM-2 to Internet traffic. SORM-3 relates to all
media, providing for their long-term storage. 4 The Zakharov case related to SORM-1 and SORM2 (SORM-3 being issued in 2014 after Mr. Zakharov had lodged his complaint at the ECtHR).5
There is no indication that changes to the orders for any of these SORMs has been introduced.
5. Furthermore, the Russian authorities have adopted a range of other measures which, it is
submitted, seriously undermine Article 8 protections as well as the judgment’s findings
regarding the collection and retention of user data and the weak oversight regarding their
interception. These are described below.
6. Federal Laws 374-FZ and 375-FZ of 2016 (together known as the ‘Yarovaya law’) are important
in relation to Zakharov because they impose new obligations which in effect require service
providers to use SORMs with new capabilities to meet them. 6 In essence, the Yarovaya law
requires service providers to retain voice data, texts and images for six months, make them
available to the security services, if required, and retain metadata such as the time, location
and sender of messages, for up to three years. 7 They must disclose communications and
metadata, if requested by government authorities, without the authorities having to obtain a
court order. 8 Telecommunications service providers face a maximum fine of approximately
$15,000 for the failure to comply.
7. Most of the provisions in Federal Law 374-FZ (which amends counter-terrorism laws), and the
entirety of Federal Law 375-FZ (which amends the Criminal Code and Code of Criminal
Procedure), came into force on 20 July 2016. For Federal Law 374-FZ, the provisions requiring
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the retention of client voice data for six months entered into force on 1 July 2018, and those
on the retention on all remaining electronic correspondence for three months will enter into
force on 1 October 2018. 9 As of late-June 2018, many service providers reported that they
were struggling to meet the July deadline. 10
8. In addition to the Yarovaya law, Federal Law no 242-FZ 11 (known as the ‘New Data Protection
Law’) came into force on 1 September 2015. It amended the Personal Data Protection Act in
two key ways. First, it introduced an obligation on service providers to collect, store and process
personal information. Second, it created a mechanism whereby the Federal Service for
Oversight of Communications, Information Technology and Mass Media (Roskomnadzor) could
block service providers for the failure to meet their obligations. 12 Some commentators have
argued that this mechanism represents a significant measure, due to the severe reputational
consequences of non-compliance. 13
9. The New Data Protection Law requires that personal data must be stored in data centres within
Russia, and implicitly prohibits storage outside its borders, 14 whereas previously, such
information could be stored anywhere. 15 This represents the latest step following the
introduction of two previous sets of measures, in 2013 and 2014, which were intended to
localise data storage. 16 One significant effect of the law is that it increases the Russian
authorities’ control over online activities, including by increasing the power of law enforcement
to access information and to control public access to it. 17
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10. Since the New Data Protection Law came into force, authorities in Russia have blocked or
threatened to block certain service providers. For example, in 2016 a Moscow court blocked
the career networking site LinkedIn for failing to store personal data locally. 18 Roskomnadzor
has stated that it may block Facebook if it does not localise its data storage by the end of
2018. 19
11. Furthermore, Federal Law 241-FZ has been enacted, requiring messaging service providers to
identify users and transmit user messages to the authorities when required to do so. Known as
the Messaging Services Law, it came into force in January 2018. Service providers must
identify users by mobile phone number, store user identification information within Russia,
restrict the dissemination of information which is prohibited in Russia, and transmit messages
at the request of the Russian authorities. 20 The law further enhances the powers of the Federal
Security Bureau (FSB), to which service providers may be required to hand over user
information. 21
12. Since its entry into force, the Messaging Services Law has been the subject of several lawsuits.
In December 2015, Telegram, a messaging application popular in the former-Soviet Union and
the Middle East, challenged the FSB’s right to request such information. However, the Supreme
Court dismissed their claim in March 2018. 22 Telegram also challenged Roskomnadzor’s
decision to block it, which it has taken to the European Court of Human Rights after its case
was rejected by the Moscow City Court. 23 Conversely, Roskomnadzor took legal action against
Telegram in April 2018 for refusing to give the FSB access to user messages. 24
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13. There are indications that the Russian legislature is taking further steps to explore monitoring
social media. In 2018, the Russian Duma opened tenders for expert reports studying the
regulation of social networks by other states. The report, the tender stated, was required due
to the ‘growth in social networks’ which has ‘raised the question of the need to legally regulate
the relationships in social networks’. The focus of the research would be popular networks such
as Odnoklassniki, VKontakte, Facebook, Twitter, Instagram, Youtube, Habrahabr and Badoo. 25

Conclusion
14. It is submitted that the Russian authorities have clearly not taken the requisite steps to address
the substance of the 2015 Grand Chamber judgment in Roman Zakharov. Rather than bringing
the SORM systems into compliance with Article 8 of the Convention, it has enacted legislation
which continues and extends the practice of the indiscriminate, arbitrary and unchecked
interception, collection and storage of sensitive personal data.
15. The Committee of Ministers is accordingly requested to stipulate that the Russian Government
should take the necessary measures to ensure that domestic legislation is amended so as to
comply with the Grand Chamber judgment in Roman Zakharov v. Russia.
16. In particular, the Committee of Ministers is requested to require the following:
(i) the Government should undertake to overhaul the SORM hardware, so that there is a 'second
key': the officer in charge of the surveillance should be required to produce the court order
to the service provider;
(ii) the Government should undertake to remedy the specific legislative shortcomings identified
by the Grand Chamber, including (but not limited to) setting out the following:
(a) an obligation to specify in all cases the person who is the target of the interception
and the relevant device and/or telephone number (para. 265 of the judgment);
(b) an obligation to specify the nature of the offences which may give rise to an
interception order (paras. 243-244) and to specify the category of persons who may
be the target of surveillance who “may have information about a criminal offence”
(but who are not a suspect or an accused) (para. 245);
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(c) an obligation to set out a detailed and specific list of events or activities considered
to endanger Russia’s national, military, economic or ecological security (paras. 246248 and 266);
(d) an obligation to set out safeguards for interceptions conducted outside the framework
of criminal proceedings (paras. 251-253);
(e) an obligation to destroy immediately any data not required for the purposes of a
criminal investigation (para. 255);
(f) an obligation to notify the target of the interception after the termination of the
surveillance measure (where it can be carried out without jeopardising the purpose
of the restriction) (para. 287).
(iii) the Government should be required to explain how it will ensure that the courts exercise a
full, Article 8-compliant review of applications for interception and how it will ensure the
legality of interceptions carried out both within and outside the framework of criminal
proceedings (paras. 262-263, 272-285, 286-301). This will require a root and branch reform
of administrative justice in the Russian Federation.
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